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1. Feature overview

1.1. General features

e Web portal for the distribution of multimedia documents (reports, image data, video sequences,...) to doctors
and institutions outside of the hospital

e Customizable design options (the customer's logo can be inserted)

1.2. Data security

¢ Shares can be made available to all users of an organization unit or to just one external user
¢ Login required for internal and external users

e Configurable validity period for passwords

e Automatic expiration date for each shared document

* Cancelation of shares possible

® Security protocols

e Deactivation of users

¢ Auditing of file accesses

e Server-sided data encryption, HTTPS protocol

e The application can be run on physically separated servers

1.3. Document shares

e Automatic shares via HL7 communication, e.g. for documents from the HIS/RIS

e Manual sharing by internal users in synedra View and synedra Control
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¢ Additionnal text messages for external users possible
e Configurable information in e-mails

e Each document share can be made available individually to exactly one user account

1.4. Document retrieval for external users

* External recipients receive an e-mail notification as soon as new documents have been shared
e Contact form for external users can be displayed and masked, e.g. for requesting reports

e User-specific login enables an easy and secure access via Internet

¢ Preview function for image and video data

e Download function, optional integration with synedra View
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